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EnekTpoHHMM knou «SecureToken-337F»

EnekTpoHHMA KJ110Y «SecureToken-
337F>» — ue ABa NpUCTpOi B OLHOMY KOPMycCi:
eNeKTPOHHMM KN4y  «Secure Token-337» i
FLASH-nam'aTb 3 noOriyHMMmM AuMckamu  ansa
36epiraHHa 6yab-aKMUX AaHUX KOpUCTyBaua.

«SecureToken-337F>» nNOBHICTIO CyMiCHMI 3
€NeKTPOHHMM  K4deM  «SecureToken-337»,
3aCTOCOBYETbCA ANS 3aXULeHOoro 36epiraHHs i BUKOPUCTAHHS K/KOYiB €1eKTPOHHOro
umdposoro nignucy (EUIM) nogaTtkosoi cnyx6u YkpaiHu, kntodis ALCK aep>xxaBHUX i
iHWMX OpraHisauin, B 6aHKIBCbKUX i KOPNOPATUBHUX CUCTEMAX, iIHTepHeT-6aHKiHry i
ToMy noAibHe. BUKOHYe dyHKUiT dopMmyBaHHA | nepesipku EUM, wudpyBaHHS,
aBTeHTUdIiKauii, 36epiraHHa cekpeTHOI (K/1t040BOI) iHpopMaLlii.

«SecureToken-337F>» MoXe BUKOPUCTOBYBATUCA A4 36epiraHHsa 6yab-aKuUX AaHnx
KOpUCTyBaya i3 3aXUCTOM Big HecaHKuUioHOBaHOro pgocryny. MigTpumye gsa Tunum
ANCKOBUX MacuBIiB — BIiAKPUTUM i 3axmweHnin, 3aranbHmM ob'emom o 32 Mbant. Yci
AaHi Ha 3axuLLEHOMY HOCieBi 36epiratoTbcs B 3ainMdpoBaHOMY BUMSAAI.

36epiraHHs K/1KO4iB i BUKOHaHHS KpuntorpagiyHmnx ornepauyin peasizoBaHe B
cmapt-ymnni - komnaHii NXP Semiconductors P5CC037, sKuit BUKOPUCTOBYETbCS B
«SecureToken-337» (exkcnieptHuit BucHoBok [CC33I YkpaiHn N°05/02/02-810 Bia
11.03.2013 p.).

TexHi4YHi xapakTepucTtnkmn «SecureToken-337»:

e reHepauia i 36epiraHHSa KN4YoBOI iHpopMauii 3rigHo 3 ACTY 4145-2002
(moBxunHa kn4a - 163-509 6iT) i RSA (poBxuHa knwo4va - 512-2048
6iT);

e wWNdpyBaHHA/po3WNDpPYBAHHA ENEeKTPOHHUX  AOKYMEHTIB  3rigHO 3
AOCTY T'OCT 28147:2009, DES, 3-DES, AES;

e (¢dopmyBaHHA i nepesBipka EUM 3rigHo 3 ACTY 4145-2002 (moBXxuHa
kno4va — 163-509 6iT) i RSA (aosxuHa kntodya — 512-2048 6iT);

e o0buuncneHHsa rew-koayBaHHA dyHKUiM 3rigHo 3 TOCT 34.311-95, MDS5,
SHA;

e peanizauis cxemMum aBTeHTUiIKauii 3rigHo 3 ISO 9798-3;

e 06'em nam'aTi - 36 Kb6anT.

TexHiuHi xapakTtepuctukm FLASH-naM'sTi:

e 06'em nam'aTi: 4, 8, 16 abo 32 I6aunT;

e LWBWUAKICTb YMTAHHS/3anUCy AaHUX Ha BIAKPUTOMY AUCKY, He MeHwe 5
Mb6anT/c.



LWBMAKICTD YWTaAHHSA/3anNUMCy pA[aHUX Ha 3aXMLWEHOMY [AMCKY i
anroputmm wncdpyBaHHNA:

ANropuT™M WNdpyBaHHSA AaHUX B
FLASH-nam'aTi

JoBxXuHa koda, 6iT 256 128 128

AOCTY T'OCT 28147:2009 AES RC5

LLIBMAKICTb YNTAHHS/3annUCy AaHUX

He MeHwe, M6aiT/c 0,4 0,8 1,7

MigTpuMmyBaHi iHTepdencu i ctaHpaapTu:
e USB 2.0 High-speed;
¢ Windows PC/SC;
e Microsoft CCID;
e USB Mass Storage.

«SecureToken-337F» niaTpumye poboTy 3 HACTyNHMMM  onepauintHUMuU
cuctemamun: Windows XP/2003/2008/Vista/7/8, Linux, Mac OS. EneKTpoOHHUI KoY
«SecureToken-337F» nNoCTaBMSETbCA B KOMMNMAEKTI 3 NporpaMHMM 3abe3nedyeHHsaM
«CryptoFlash».

MporpamMmHe 3a6e3neyeHHs «CryptoFlash»

MporpaMHe 3a6e3neuyeHHna «CryptoFlash>» npusHauveHe gnsa ynpasBniHHSA
AOCTYNOM [0 JAaHuX, LWo 3Haxoaatbcd B FLASH-nam'aATi enekTpOHHOro Kiw4a
«Secure Token-337F», i cknapaerbcsa 3 ABox yTunit «CryptoFlashManager» i
«CryptoFlash».

X CryptoFlashManager E|E|E|
HanawTtyBaHHA guckis Mpo nporpamy
Mosa erepgeicy: [Ypaireors v Yrunita «CryptoFlashManager»
- rnpu3HayeHa A48  ynpasJiHHSA — o6'eMamu

BiAKPUTOro | 3axuljeHoro Auckis, Bubopy

\ i 4 azaropuTMmy LUNGPYBaHHS A1 3aXULLEHOMO
Gg@\ U 3:::::::;"1:_":;5 ANCKa i yrpasJ/liHHS 3axmcTom Bif
3MIiHW/BuAaseHHS ¢anniB, WO 3HAXO0ASTbCS Ha

Pozmipn Anckis:

3axuct gucka: [ ] YBIMKHYTW SEXMCT SBNMCY ANR BIOKDUTOID AMCKE

BiAKpUTOMY ANCKY.
*= CryptoFlash g‘i'@l

BeeaiTs Naponks AnA AOCTYNY A0 3aXHULEHOrO AUCKA Mpe nporpany

Yrunita «CryptoFlash» npu3HayeHa A5
CTBOPEHHH, BUAAJIEHHS, BIAKPpUTTS i
BUTSIFAHHST 3aKPUTOro AnNCKa, BCTaHOBJIEHHS |
3MiHW aposisi 4OCTyry A0 3axnLeHOoro AncKa.

MicniA yeniwneno EaASHHR N1GPONR NPOTPAMA STOPHETECA & TRSH GETOMETHHHE

Mapons:

NMporpamHe 3abe3neyeHHs «CryptoFlash» niaTpumye pob6oTy 3 HacTynHMMMK
onepauinHummn cuctemamm: Windows XP/Vista/7/8, Mac OS 10.6 i Buwe. Ans
onepauinHnx cumcteM Mac OS nporpamHe 3abe3nedyeHHs NOCTaABNSETbCS SK OKpeMma
yTunita «CryptoFlashMac».



