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SNeKTPOHHbIN KN4 «SecureToken-337F»

SNEeKTPOHHbIN KJ11I04 «SecureToken-
337F» — >3T0 pABa YCTpouWCcTBa B OAHOM
Kopnyce: 3NeKTPOHHbIM KN4 «Secure Token-
337» n FLASH-namMaTtb C NOrM4ecKMMm AMCKaMu
AN XpaHeHus nbbix AaHHbIX NOb30BaTeNS.

«SecureToken-337F>» nONHOCTbIO COBMECTUM
C 2NeKTPOHHbIM K/4YOM «SecureToken-337»,
npUMeHseTcs A5 3alULEHHOI0 XpPaHEHUS U UCMONb30BAHUS KITHOYEN 3NEKTPOHHOM
umdposorn noanucu (DUM) Hanoroson cnyxbbl YKpauHbl, knoyen ALCK
rocyfapCTBEHHbIX W  ApPYyrMX oOpraHus3aunn, B 6aHKOBCKMX W KOPMNOpaTUBHbIX
cuctemMax, WHTepHeT-6aHKMHre wn T.n. BbiNnonHAeT dyHKUMKM GOpMUPOBAHUA W
nposepku UM, wndpoBaHns, ayTeHTUPUKALNU, XPAaHEHUA CEKPETHOM (K/THOUEBOWN)
nHdopMauunn.

«SecureToken-337F>» MOXeT WCMNOAb30BaTbCA ANA XpaHeHus NobbixX
AaHHbIX Mofb3oBaTenss C  3aWMWMTOA  OT  HECaHKUMOHMPOBAHHOrO  AO0CTyna.
MNoponepxuBaeT ABa TUMa AMCKOBbLIX MacCMBa — OTKPbITbIA U 3alMLLIEHHbIA, 06WNM
06béMOM a0 32 [6ant. Bce paHHble Ha 3aWMLIEHHOM HOCUTENEe XpaHATCA B
3awmndpoBaHHOM BUAE.

XpaHeHne  KJ/Ilo4er U BbIMOJIHEHME  KpuUnTorpaguyeckux  onepauui
peann3oBaHo B cmapt-ymrie komrnaHun NXP Semiconductors P5CC037, KOTOpbi
ncrnionb3yetrcss B «SecureToken-337» (akcneptHoe 3akntodeHne CCC3U YkpaunHsbl
N°05/02/02-810 ot 11.03.2013 r.).

TexHu4yeckue xapakrtepucTtukm «SecureToken-337»:

e reHepaumsa u XpaHeHue knw4yeBon MHopmauum cornacHo ACTY 4145-
2002 (pnmHa kno4a - 163-509 6ut) 1 RSA (anvHa knwya — 512-2048
6uT);

e wmndpoBaHmne/paclundpoBaHme 3SNEKTPOHHbIX [AOKYMEHTOB COrlacHoO
AOCTY T'OCT 28147:2009, DES, 3-DES, AES;

e ¢dopmupoBaHme n nposepka DUIM cornacHo ACTY 4145-2002 (anvHa
knoya — 163-509 6uT) 1 RSA (anuHa knoda — 512-2048 6uT);

e BbluucneHune xew-dpyHkumm cornacHo NOCT 34.311-95, MD5, SHA;

e peanusaumsa cxembl ayTeHTUdUKaumm cornacHo ISO 9798-3;

e 06bem namaTn 36 Kb6anT.

TexHunuyeckune xapakrepuctukm FLASH-namaTu:

e o06bem namaATu: 4, 8, 16 unu 32 rGanT;

e CKOPOCTb 4TEHWUs/3anUCU AaHHbIX Ha OTKPbITOM AUCKE, He MeHee 5
M6anTt/c.



CKOpPOCTb UTEHMA/3anUCUM [AaHHbIX Ha 3alWMLEeHHOM [AUCKe ¢
asroputMbl WndpoBaHUS:

ANropunTt™ WNdpoBaHUSA AaHHbIX BO
FLASH-namsatu

OnvHa knwoya, 6ut 256 128 128

CKOpOCTb YTEHUS/3aNNCKN AAHHbIX,
He MeHee, Mb6anT/c

AOCTY T'OCT 28147:2009 AES RC5

0,4 0,8 1,7

Moppnep>xuBaeMbie HTEp@EnCbl U CTaHAAPTbI:
e USB 2.0 High-speed;
¢ Windows PC/SC;
e Microsoft CCID;
¢ USB Mass Storage.

«SecureToken-337F» noaaep>xuBaet paboTty co cnepyowmnmm
onepaumoHHbiMKM cuctemammn: Windows XP/2003/2008/Vista/7/8, Linux, Mac OS.
DNeKTpPOHHbIM  KAod  «SecureToken-337F» noctaBnseTcs B  KOMMJEKTe C
nporpamMmmHbiM obecneyeHnem «CryptoFlash».

MporpaMmmMmHoe ob6ecneyeHune «CryptoFlash>»

MporpamMmHoe o6ecneyeHne «CryptoFlash» npegHasHayeHo ans
ynpasneHna A0CTYNOM K AaHHbIM, Haxoaawummca Bo FLASH-namsaTtu aneKTpoOHHOro
knoya «Secure Token-337F», n coctomnt U3 aByx ytunut «CryptoFlashManager» un
«CryptoFlash».

+ CoptorasnManager = o
HacTpoiiku AWUCKoE O nporpanue
PR Yrunuta «CryptoFlashManager»
rnpegHasHadyeHa 4715 yrnpassieHnss obbémamu
OTKPbLITOro M 3alyunllieHHOro AnCKoB, Bblbopa
aaroputMa LnppoBaHus 4718 3alULEHHOIo
) e | AMcka M ynpaBneHusi  3awuToii  OT
n3MeHeHus/yaaneHnss ansioB, Haxo[siLUNXcs
Ha OTKPbITOM ANCKE.

ANropuTM WH(DDOBAHWA: [GOST (256bit)  +| @

Pasmepsl JHCKOB:

3auuTa aucka: BMHOUMTE 3BLUMTY 33N4CH ANA OTKDLITOO JMCKA

= CryptoFlash (E=8 Nl ==
BeeAUTE N3pOMe AR ASCTYNA K SALMSHHOMY ANCKY O roorsaue Yrunuta «CryptoFlash» npeaHasHaydyeHa
T T T T o e T e T AN co34aHusl,  yAasleHusi,  OTKPbITUS U
I MU3BJ/iIeYeHNS] 3aKpbITOro AMCKAa, yCTaHOBJIEHUS
m N3MEHEHUS naposisi AocTyna K
3alnNLEHHOMY ANCKY .

MporpammHoe obecnevyeHne «CryptoFlash» nogaepxuBaer paboTy co
cneaywowmMmn onepaumoHHbiMn cuctemamm: Windows XP/Vista/7/8, Mac OS 10.6 wu
Bbiwe. [ns onepauMoHHbIX cucteM Mac OS nporpammHoe obecneyeHune
nocraBnseTcs otaenbHon ytunmuton «CryptoFlashMac».



